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Our group was assigned ​CVE-2009-4092 ​. The vulnerability exists in the user.php file            

of Simplog 0.9.3.2, an application used for blogging. Attackers can use cross-site request             
forgery (CSRF) to hijack the user authentication process by sending a malicious request to              
change the password. Upon following a malicious URI crafted by the attacker, given that the               
victim has an active session on the target website, the victim’s password will be changed. Since                
the application cannot tell the difference between a same-site and cross-site request, it leaves              
itself vulnerable to this type of attack.  
 
Our exploit outline:  

1. Set up a web page that integrates Simplog  
a. We have a copy of the vulnerable code and we will use this to set up the page                  

(install.php) 
2. We require that a user is logged in and authenticated to simplog. 
3. Then we force the user to click on our crafted link, via an email, and supply the new                  

password that we wish to set.  
a. For example, if we wish to set the new password of a user to newPass, we will                 

trick the user to click on the following link in order to submit this request on behalf                 
of the logged in user: 

i. http://www.example.com/simplog/user.php?pass1=newPass&amp;pas

s2=newPass&amp;blogid=1&amp;act=change 

 
According to the code above, once user.php identifies the action to be “​change​” 

(​$REQUEST[‘act’] == “change”​), it does the following: 
1. Checks if “​pass1​” and “​pass2​” are the same. In this case, ​pass1​ and ​pass2​ are the new 

password typed twice for confirmation. In order to update the password, they have to be 
the same, and neither of them could be empty. 

2. If ​pass1​ and ​pass2​ are nonempty, and are not the same, ​user.php​ hashes the new 
password, and create a ​SQL​ command to update the password of the current blog user. 

 
In order to patch the vulnerability, we seek to provide the application with a means to                

distinguish same-site and cross-site requests. Using a unique security token generated by the             
application at the beginning of each new session for each user, every request can be sent with this                  
token to verify that the request is a same-site request. By making the secret token randomly                
generated and of sufficient length, there is no way for attackers to correctly guess the secret token                 
with noticeable probability. 

https://nvd.nist.gov/vuln/detail/CVE-2009-4092

